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Road to an Intelligent IT Operation

Automation —> Agentic Al —> Agentic ITOps

Services Demos
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Automation: Infrastructure as Code (IaC)

Q Execution over infrastructure

Text file object that defines a

Infrastructure with a diferent state
changed by laC and object
execution

desired state (Ex. Ansible
Playbook, Terraform)

Our tools to perform some actions to infra are “desired state definitions”

Automation



Automation Methodology
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Ansible Automation
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“Automation bricks”

Complete
use case
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Agentic Al



What is an agent?

B __

Request

Prompts Memory

Agentic Al



Some concepts: MCP

?

MCP server

——

IDEA

ROLES

 Agent

Application running the agentic loop
powered by an LLM. It holds the

conversation
Red Hat

Ansible Automation
® MCP Server Platform

Wraps tools, resources and
prompts in a single API

@ Tool

Lightweight function that allows the
agent interacting with the external
world

HOW IT WORKS

Initialize
An agent opens the
connection.

Discover

The server list the
resources

Invoke

The agent decides to
use a tool

° Return

Server executes and
return the result




Agent Conections

Virtual Machines I@I Security

Create VMs,modify, get Find vulnerabilities, scan
information, start/stop, ... OS, docker images, ...

Monitoring Automation
View dashboards, datasources, List and execute pre-defined
query databases, ... |aC tasks
<
N S
Networking S 2 Vulnerabilities
Manage routers, switches, < Scan network for open ports and
Ips, ... running apps
Ticketing

© Open, assign and manage tickets

Agentic Al



IT Operations: Evolution

n

Classic @
Ma!

Manual ticket-driven work where
engineers triage, execute, and
coordinate across siloed tools.

High effort, low scalability

Agentic Al

Modern @

Scripted automation triggered by
tickets, alerts, executing predefined
playbooks with limited flexibility.

e.qg. Ansible — faster and standard

Current @

ts

An LLM-driven system that interprets
tickets, plans actions, calls tools,
requests and iterates across systems
to achieve outcomes.

Full automation and scalability
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Agentic ITOps



What about agentic ITOps?

Context

Planning/Reasoning

Tools

Agent

‘ M C P ‘ Rﬁgil!;:ga\utomation

Actions (Execution) Platform

4 at about tools?!
What about tools?!
{05405 {07 @)

y a

Agentic ITOps



Going to production

Going to production

Security / orcement Reliability

@ Enforce role-based permissions @ Define forbidden actions @ Automatic retries and fallbacks

@ Accesstotoolsis scoped per identity @ Guardrails prevent unsafe operations @ Agent helps understanding issues
@ Sensitive operations require approval @ Policies applied before execution & Complete debugging for failures

Not every action requires the same friction
MANUAL APPROVE | NOTIFY AUTONOMOUS
B W /7 you cannot see it, you cannot govern it (Governance -> Monitoring, Token consumption, finops)
TRACE AUDIT DRIFT

Agentic ITOps




Going to production

Going to production W

Security, ‘cement k\ @
@ Enforce role-based permissions O Define forbidden actions i a.\ C
3 |®' ons

@ Accesstotoolsis scoped per identity  Guardrails preyen
2 Policifs af\oN execution 0 Complete debugging for failures

@ Automatic retries and fallbacks

@ Agent helps understanding issues

@ Sensitive operations require approval

Not every acti .i

@@e APPROVE NOTIFY AUTONOMOUS

. - If you cannot see it, you cannot govern it (Governance -> Monitoring, Token consumption, finops)

TRACE AUDIT DRIFT

Agentic ITOps
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Agentic ITOps adoption roadmap

Agentic ITOps Assesment

Analysis about
automation

_ Roadmap Assesment
requirements

Al and Agentic Al

. Al Transformation Workshop
requirements

o Em Em mm Em Em =
—_eem e e o o = == =

L

Implementation

Automation Automation
implementation developmentJ
Agentic Al N

implementation implementatiou

HPE A&PS Services



HPE Automation + Al Capabilities

Environment ) Develoj Advis &

Build automation and Al environments Develoop automation and Al elements Advice about automation and Al
processess
Automation engineers Solution Architects Al & Data consultants (Al CoE) Project Managers

Many references of Automation and Al in all verticals (Finance, Retail, Oil&Gas, Science, HealthCare...)

HPE A&PS Services ‘



Agentic ITOps - IT Integration

ITSM & Change
ServiceNow, JIRA, AKAS - tickets, . 8 C.Ode & CI/ C.D .
GitHub PRs, reviews, pipelines

approvals

CMDB & Asset Inventory

ServiceNow CMDB - topology,

ownership Agent orchestration &
automation core

Observability & SIEM

Traces, metrics, audit trail

Agentic ITOps

e S Sor - threat Identity & Access
coenteoxt o / “ SSO /1AM, RBAC, secrets vault

Can also integrate with: Collaboration (Teams, Slack, email) « Monitoring (Prometheus, Grafana, OpsRamp) + Cloud & infrastructure APIs « Knowledge bases and
runbooks

HPE A&PS Services



21

Demo: Agents for IT Operations

/% Gemmas,/ /5% Qwen/
£ | )}

LLM Server

r7LL

A

Agent
#) LibreChat

XQoose
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& RedHat

Ansible Automation
Platform

IT admin

T Humandinthedloop
Approvals

Demos

g

ANSIBLE

trivg

Grafana

scan_image
scan_filesystem

scan_config

'S

<

RedHat
-~/

list_vms
get_vm_details
change_vm_memory
change_vm_cpu
start_vm
annotate_vm

create_vm

search_dashboard
query_prometheus
query_lokKi
alerting_manage_rules
list_incidents
list_datasources

(+60 tools)

scan_open_ports

get_port_vulnerabilities

{ servicenaw }

list_tickets
get_ticket
create_ticket
update_ticket
assign_ticket

resolve_ticket

IPAM

list_ip_networks
search_ip_networks
reserve_ip

release_ip




Agentic ITOps Outcomes

Ag Boost your operations and speed your decisions based in data

C Decrease your operational costs using Al

Manage your security in a fast and intelligent way

Evolve your operative model using intelligent operations

Decrease time in operations and free talent

Scale your Operations teams in an efficient way

Compliance Trace all your Operations in an automatic way
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